ISLAMI BANK BANGLADESH LIMITED
OPERAIONS WING, ENGINEERING DIVISION
PROCUREMENT OF COMPUTER HARDWARE
AND ACCESSORIES DEPARTMENT (PCHAD)

20, DILKUSHA C/A (9" Floor), DHAKA —

1000.

Amendment of some terms and conditions in the Tender document relating to Supply, Installation,
Configuration, Deployment, Upgradation and Necessary technical support of Endpoint Security User
License for 03 (three) years for centralized endpoint security solution of the Bank.

Annexure- II: A, Features of Product Compliance Sheet for Endpoint Security (Page no- 13)

Sl. Sl. No & Existing Features Amendment
No Page No
i Sl. No- 16, Proposed solution should provide Self-protection from | Proposed solution should provide Self-
Page- 14 modifying or disabling Virus Scan Enterprise. protection from modifying or disabling AV
2 Sl. No- 40, Management server should correlate threats, attacks, | Management server should correlate.threats,
Page- 15 and events from endpoint, network, and data security | attacks, and events from endpoint, data
as well as compliance audits to improve the relevance | security as well as compliance audits to
and efficiency of security efforts and compliance | improve the relevance and efficiency of
reports. security efforts and compliance reports.
3 Sl. No-41, | Proposed solution should use a scalable peer-to-peer | Proposed solution should use a scalable
Page- 15 methodology for querying information from all the | methodology for querying information from all
endpoints in mere moments, with no extra hardware. the endpoints in mere moments, with no extra
hardware
4 SI. No- 43, Proposed solution should ensure that Only authorized | Proposed solution should ensure that Only
Page- 15 software / applications / executable codes are allowed | authorized software / applications /
to run and provides tamper protection to them. | executable codes are allowed to run and
Solution should be capable of creating white list for | provides tamper protection to them. Solution
each system dynamically and no manual intervention | should be capable of creating white list & black
in creating this list. Each white list created should be | list based on the requirement of multiple
unigue to each system and should not be a common | departments of the organization. Solution
list. Solution should be capable of locking down the | should be capable of locking down the system
system on the white list created above and prevent | on the white list created above and prevent
execution of nonwhite listed software / application / | execution of nonwhite listed software /
executable code and also prevent tampering of | application / executable code and also prevent
applications which are white listed above either on | tampering of applications which are white
disk or on memory when running. listed above either on disk or on memory
when running.
5 Sl. No- 46, | Proposed solution Should have a product to blocks Removed
Page- 16 stealth attacks with hardware assisted security
approach.
6 SI. No- 55 e) Solution should support advanced scanning Removed
(e), Page- 17 technology to correlate threat information and
perform in-depth file analysis to detect emerging,
unknown security risks through digital DNA
fingerprinting, APl mapping, and other file
features.




Annexure- IV:

C. Bidders Evaluation Criteria (Page no- 19)

Bidder's Endpoint  Security
solution deployment in
Bangladeshi Banking/Financial
institute/ Telecom/Reputed

Group of
companies/Government
organizations.

License per deployment.

*Per Bank/Financial institute
deployment will carry 5 marks.
Maximum 5 deployments will
be considered

Copy of Client Certification for
successful completion and
maintenance with name and
contact details of signatory

Sl. Sl. No, Page No & Criteria Existing Note Amendment
No
1 Sl. No- 5, Page- 19 *Consideration minimum 1000 f*Consideration minimum 1000 License

per deployment.

*Per Bank/ Financial institute/
Telecom/Reputed Group of
companies/ Government
organizations deployment will carry 5
marks. Maximum 5 deployments will
be considered

Copy of Client Certification for
successful completion and
maintenance with name and contact
details of signatory”
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